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Appendix

APPROVED

by HSE Directive

No. 6.18.1-01/1210-09 dated October 12, 2016
Procedures for Using Electronic Library Resources at

National Research University Higher School of Economics

1. General Provisions

1.1. This document establishes uniform rules for using electronic library resources at National Research University Higher School of Economics (hereinafter, “HSE” or the “University”).

1.2. Access to HSE’s electronic library resources is provided in order to allow users to obtain necessary information or lists of resources, so that they could improve the quality and scientific validity of their research and analytical projects, publications, articles, and other materials.

1.3. Main terms and acronyms used in these Procedures:

1.3.1. An electronic library resource (hereinafter, “ELR”) refers to an online resource containing electronic publications which is available to HSE on the basis of an agreement with an ELR owner or another supplier, whois entitled to grant access rights to a given ELR. Access to EBR may be provided through HSE’s corporate website (portal), as well as other online interfaces;

1.3.2. Authentication Data (hereinafter, “AD”) is a unique set of data, consisting of a user name (login) and a password;
1.3.3. Remote Access (hereinafter, “RA”) refers to access to an ELR provided outside of HSE’s local network through the HSE Library’s proxy server via personal AD;

1.3.4. Users are HSE students, doctoral students, postdoctoral students, learners, HSE Lyceum students, University employees and HSE Library visitors.

1.4. These procedures are mandatory for all users accessing ELR. In order to get and maintain access to a given ELR, users must familiarize themselves and accept all terms and conditions contained herein.

1.5. Users may gain access to an ELR at the premises of the HSE Library or via RA outside of the Library. RA is not available to Library visitors and University graduates.

1.6. These procedures and all amendments hereto shall be approved by a Directive of the University Rector.
1.7. HSE’s regional campuses shall develop and approve their own bylaws governing the procedures for granting and restricting access to the University’s ELR in line with these Procedures. Otherwise, such HSE campuses, as well as their students and employees, shall be guided by these Procedures.
2. Rights and Obligations of ELR Users
2.1. Users are entitled to the following at the HSE Library:
2.1.1. receive full information on available ELR;

2.1.2. get advice on an ELR’s contents and relevant interfaces, as well as assistance and information in regards to the restrictions specified in paragraph 2.2.1 of these Procedures;

2.1.3. get explanations as to the terms and conditions of these Procedures;

2.1.4. access an ELR in remote mode (except for the user categories, referred to in paragraph 1.5 of these Procedures);

2.1.5. be assigned personal AD;

2.1.6. receive notifications on changes in their AD.
2.2. All users are required to:
2.2.1. comply with the restrictions set out in contacts and agreements, concluded between HSE and ELR owners or suppliers, including license agreements, service agreements covering access to a given database (-s) and subscription agreements.
For the purposes of this subparagraph, users may not:
· make a copy of all materials (i.e., all articles in a journal issue, all chapters of an e-book or all search query results), or create large
 volumes of copied materials (including ELR contents) on electronic or printed media;

· use bots (i.e., programmes capable of performing automatic or scheduled actions similar to those of a user, including searches, opening or downloading materials from ELR websites);

· use an ELR and its contents for purposes outside of research, analysis, preparation of publications, articles and other materials (i.e., sale/resale of downloaded materials or deriving any other commercial benefits);

· make an ELR’s content publicly available on the Internet, in social media and on other websites without permission of the copyright holders and other ELR providers;

· send materials via e-mail, etc., to persons without access to HSE’s ELR.
Users may do the following, which shall not be considered a violation of this subparagraph:
· open, upload, print, save on hard drive / portable media selected journal articles and book chapters for personal use;

· make links to ELR websites publicly available on the Internet, in social media and on other websites; these links will allow other Internet users to open ELR materials if they have a subscription for a respective ELR;

· provide paper or electronic copies of ELR materials to other persons who are also authorized to use a given HSE ELR.
2.2.2. comply with other restrictions, which are specified on the HSE Library’s webpage and the websites of ELR owners and providers, as well as the terms and conditions of user agreements and other agreements posted on such websites;

2.2.3. respect the intellectual property rights of ELR owners and providers, and comply with citation rules (i.e., mention the author's name and the source, etc.), as well as observe restrictions in regards to the size of a given citation;

2.2.4. address the HSE Library's staff for clarifications in advance should there be any doubt that the user's actions may not be in line with the terms and conditions specified in paragraph 2.2.1 herein;

2.2.5. maintain the confidentiality of AD throughout the duration of RA, refrain from using automatic identification and authentication services, saving a password on physical media, which may be accessed by third parties and providing AD to third parties. If there are reasons to believe that AD confidentiality has been compromised, a user must immediately notify the HSE Library in order to prevent unauthorized access to a given ELR.

All actions made via AD granted to a user shall be deemed committed by said user. AD shall be used to identify such users. Furthermore, the unique numeric ID and IP of a user's computer, information on the date and time when respective actions were made, as well as other data, may be used during investigations.

2.3. Users in violation of the requirements set forth in these Procedures, including those pertaining to the breach of AD confidentiality, shall be liable for their actions in accordance with Russian legislation and HSE’s bylaws.
3. Rights and Obligations of the HSE Library

3.1. The HSE Library is entitled to:

3.1.1. take necessary measures to check users' compliance with these Procedures (i.e., monitoring incoming and outgoing traffic generated by users accessing the ELR (hereinafter, “traffic”), analyzing such traffic in coordination with ELR owners, providers and other third parties, etc.);

3.1.2. replace users' AD;

3.1.3. restrict remote access to ELR in the following cases:

3.1.3.1. when performing monitoring and analysis as specified in paragraph 3.1.1 of these Procedures, and based on the results of such monitoring processes;

3.1.3.2. when abnormal traffic is detected, e.g.:

- a user's requests are clearly systematic or accelerated, or if a user's action patterns are significantly different from those of other users;

- a user's outgoing IP address frequently changes;

3.1.3.3. when the Library receives or uncovers information on a violation and/or possible violation of these Procedures, as well as the loss of AD confidentiality;

3.1.4. introduce additional mechanisms to ensure that users do not utilize automatic remote access to a given ELR (e.g., by asking them to insert characters that appear on a picture);

3.1.5. restrict RA as prescribed in these Procedures;

3.1.6. exercise other respective powers aimed at ensuring that ELR are used in good faith.
3.2. HSE Library is obliged to:
3.2.1. inform users regarding ELR content upon request;

3.2.2. clarify the terms and conditions of these Procedures to users;

3.2.3. make sure that ELR are accessed and used in accordance with these Procedures;

3.2.4. issue AD for remote access to ELR in accordance with these Procedures.
4. Procedure for Providing Remote Access to ELR:

4.1. In order to be granted remote access to ELR, a user must familiarize his/herself with these Procedures and accept of all their terms and conditions. This shall be acknowledged by ticking a respective box in an online registration form posted on the HSE Library's webpage on the HSE corporate website (portal).

4.2. A user must also do the following in order to gain remote access to ELR:

4.2.1. obtain a library card;

4.2.2. maintain valid subscription at the HSE Library (i.e., pass re-registration in due time and have no overdue items in all collections);

4.2.3. fill in an online form at: http://library.hse.ru/e-resources/ez/appl_form.htm;

4.2.4. receive an AD assigned by the HSE Library to the e-mail address specified in paragraph 4.3 hereof.

4.3. HSE employees shall receive AD via their corporate e-mail. For all other categories of users, AD is sent to the e-mail address specified during registration at the HSE Library. The latter may be changed, provided that the user personally visits the Library's Information Systems and Electronic Resources Unit and shows his/her ID and library card.

4.4. AD assigned to users shall be used for remote access to ELR.

4.5. Users may not share their AD with other persons.

4.6. Pursuant to these Procedures, the HSE Library is in charge of remote access to ELR.

5. Restriction of Remote Access to ELR

5.1. The HSE Library shall restrict remote access to ELR in the following cases:

5.1.1. if an employee/student is dismissed from HSE;

5.1.2. if a user violates the terms and conditions of these Procedures.
� The term "large volume of copied materials" is to be defined based on respective agreements and contracts concluded between HSE and ELR owners or suppliers. Thus, such volumes may vary for each e-resource. In case of any doubt as to the permitted volume of copied materials, a user must contact the HSE Library before they start making such copies. 
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